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Peking University Introduction to Cryptography, 2024 Fall

Zero-Knowledge Proof

Boost Soundness Error:
Sequential repeat. %4

Parallel repeat:

Simulator: 5 sample by, ba, ..., by, HIAH V* ARIBE £ SR H A b;, LA 2% MR A HE %« ToiZ: poly-time
simulate R0, A —E%4.

Non-interactive ZKP:
Soll: A Random Oracle
Graph-Isomorphism [Ai#%, iA°4 sample b /& —> Random Oracle. b; thH Prover & %; Verifier

# Sequential BE: ¥ (Go,G1) € GRAPH;SOMORPHISM, 12l simulator rewind HId#2, #
FA G;» Prover XA RO(GY), MEHBENL G M 2 IRAT3RAG2 1 bo AN /& Soundness.

% Parallel EE . X @O, (by,bs,...,by) = RO(GY,G?,....G*), KA 2% MERBENLE], Prover
HE LA A R UERA . I Soundness 5 A2

Zero-Knowledge: Simulator: AJFEHL (G1,G?,...,GY), & RO(G',G?,...,G*) NEA GF & MKIAN

il

Non-interactive computationally ZKP iE#] NPC i&5:

Sol2:Common Random String

Prover fil Verifier = —4* random string. ¥ HAWANE T Z, FHRIITE

(1).

Claim: N £2Z4 2 FIARFEE, Bl N = p%? p,q € Prime. (WINEIFAGEIEH N = pg)
Protocol: CRS &AE 1,72, ..., 750

HRBIEIA (%) #1 8 r e M d AERMET KBEF—F, Verifier hr] UIRIE. X T3
/V%E (%) =1 E'(J 1,72, ..., )¢

SHHTH ri € QRy, ¥ (/i K Verifier. AN 5 MEUE ZKEIR. BERLURIERY § ML
XT e M d WARABEAEL, Pra% jacobi fF5#E 1, MMABENLEF —FIE, KARFE2 0.
Completeness: &R,

Soundness: £ T 2 MARBREEMN N, Z; PHEL L 2 XKER.

Zero-Knowledge: Simulator: #AMELL L %, sample —4~y, 4 r = y?modN. LL 3 #ER r; N
Z% H samples

(2).

Claim: g € QNRy
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Protocol: [A (1) H14b2E, HFEE (%) =1 B

s € QRy, KIE (/50

BN s; - g € QRy, Kik VSitg

RMERT R I% 1 %L

Completeness: 94

Soundness: # g € QRy, M s; € QNRy HWIEZRIE, HAER KL 1 MHL.

Zero-knowledge: Simulator: AMIELL 3 % s; € Z ¥I5 sample. LL 1 W%, y € Z3 $5] sample,
% s; =y’modN. UL LM%, ye Zy ¥15) sample, 4 s; =y* g modN.

(3)

claim: 3 3CNF fEfE—H A5

Protocol: 288 (1) Hab®E, WEE (&) =1 A t.

g € QNRy, KZFIUEH. B4 3CNF H4%® x5, 2 ¢ =g¢% -u?, u BNl sample. KIZEFTH ;o

Xj‘/l\ﬁ\/@’ IE% di,1,di,2,di73 %’/l\ﬁ/l\% QNRO /ﬂ\:':':'% Cij ZIKE"EHIWH di,j = Cijo % Cij ﬁx;iﬁ@
I, W dij=g-cijo

%t CRS H4i0 ¢, WRIEHETIET QRy €4 21, 20,23, #75 ¢;,-di1-dia-diz € QRy, FRIE
21, 22, z3 FHFTR 750

Completeness &FR

Soundness: #7373 FIEEAS literal #Z 0, W4 t; € QNRy B, LIWEAILEL 2, ¢, -diq-dio-dis #B
AN IRE L, REERKRA—FHI1E

Zero-knowledge: ¢; &4 EL# random sample (residual assumption).
L % MEZ, ¢; 78 Z%, H random sample.
LA % REZR, 251, 212, 2i3 TE {0,133 HBEML sample. pi; 1 Z% FFEHL sample. t; = 72 (cffl’l ~cf7"2’2 -cz’é?’)_l



