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Randon Oracle (RO) I
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abstracts a deterministic "looks random" function o keyless hash function

Random Permutation (RP) I
~ key derive

Ideal Cipher
· key-dependent message attack

abstracts "random looking" block cipher I - Related- key attack

Real-world crypto construction (AES)

Multi-party ,

Zero knowledge Proof-



AES
.
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E.g. Encryption Scheme in Random Oracle Model
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"Construction" of idealized objects

Given Rando permutation P
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INDIFFERENTIABILITY
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"Construction" of idealized objects
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"Construction" of idealized objects 4-round Feistel is NOT
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14-round Feisted is
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Read World Hybrid World Ideal World
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10-round KAL

Girer Randen Permutation/Rancen
Prack
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