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Def . keyed hash function
Gen(l) -> keylot-- as
H(key , m) -> deTx (eg .T = 30. 15)

↳

I
WHE key Def . Universal hash function (WHE)

- p.p.
t

UHF + PRE for fixed-length Vadversary A poly
=> MAC for abitrary - length

All) -> (mo,

m,) sit motm,

Gon(I) = key

key-

I
if adversary A ,

PrIA wins] = nege(x)

A wins if H(key , mo) = H(key ,mi)

~ It is a statistical universal hash function

~ It is computational universal hash function

if p.p.t. A
,
PrIAwins] neg1(x)



WHE Construction :
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keyless hash function keyless hash function
public parameter

0 H(1 , msy) -> digest
PPGen(l) -> ↑P

Def. Collision- Resistence Hash Function (CRHE)
H(pp , msg) -> digest

canm . I 4P-L A wins off H(1, mr) = H(1, m.) I Game
Gen(l) --PP

-

H is a CRHE if Up.p.
Y

.

A
.

PrIAwins] neg1(X) A(1,pp) -> mom,
sit

.
motM,

/

A wins off H(pp, m.) = H(pp.

m.)In
CRHF+MAC for fis-length => MAC for arbitrary length,

-longmsy ,-- a



How to construct hash functions (CRHFs)

given CRHF : H : So,
"

-> E0. 13
* a(X) = x +l sample - [0 . 13")

want CRHF H' : 90. 13
*

-> 90, 13
* y

= H(x)

Claim hard to inverty
to find 'St, H(x)it

-eipt
=y

M2
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M = M, 11 M2 11 M3
u,I l-bit

IV IV I
->teabein
di

- t dije it
P Solution 1 : ② Solution 2: L
Additionally assume

hardness of inverting +(IV)
Padding



Merkle-Tree "CRHF H : 1813
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Merkle -Damgard
CRHE construction cr

*-- in ROM

ir L - prof-free PRE"L
Propend key (k, m) - > H(k11m)

M key
? Iiri-L- PRF

Appendlg (k,m) -> H(m11k) L
-

ne
HMs

Envelop (k , m) -> H(k11mIlk) Key LL

ir-L *T REL 7

2-nest (HMAC) -"Y 7-
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I I PRE
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keyless hash H
2

Preimage Attack given y find C sit
. H(x) =

y

2nd-Preimage Attack givene find <Ex Sit. H(x) = H( )

given find x
,
x S

i

t
.
H(x) - H(x) =↑

Collisin Attack find xfx Sit. H(x) = H(x)

+- Way
Collisi Attack find distinct <c.... St

.
HK) = ..

= HKC)

fl - ... ) is lowdegree find x, x st. f (2, x2 H(c) H(x)
=O

polynomial

f(x,y) = a
, x,

+ a
,x

-y find Sit. f(x ,
H(x)) = 0

d,x,
+a= H(x)



Random Oracle Model (ROM)

model It is a
random function

A : 50. 13
*
- 50,1

*

H : 20, 13
*

- Er . 13
*

① Randomly sampled H
② Everyone can access an oracle that computes H

equivalently
① Everyone can access an oracle that computes I

② H(x) is sampled when i is queried for the first time



Given a Block cipher (PRP) E : 20. 15x 30,15-30,15

Construct Hash Function (Candidates)
X-2 ->

I
W

E -->
--Davies-Meyer (x.y) +-> E(y,) Ex y-L

7 IE-Matyas-Meyer (x-y)1 E(x .y) I re x- 4
y-

0

&

-
7 >Miyaguchi-Prencel (x, y) 1-> E(x , y) #Y C Lx->E

y
-

ne
E

pher Model
for each , sample Elk, o) as a rander

permutation

o Oracle compute E for everyone



One-time MAC UHF H(K,
m) = mo+m.

k+mck+

... mek! -k

Game is not a onertime MAC

-

Adversary A (1) -- mist H'(k,m) = k -H(k,m)

challenger Gen (1) -> key = Mok + M
, 12 + --

I7 DUHF

MAC(key, m) -> + .. +mek'+ k1
+2

Adversary All, +, st) -> m't'
difference unpredictable hash function)
-

A wins it and only if iitm and MAC((k, k) , m)

(i)key,
mi

,
i) -> ac = H'(k,, m) + k2

R : How to constructin (Gen
,

MAC
, Verity)

Sit . any computationally unbounded adversary
wins a small probability



WHE + PRE => MAC fo arbitrary length Carter-Wegman MAC

Bag - 7 LPRE <

key->
L -> fag --

nouxe
FF--

I
- T-

key
/

hash-and-MAC

tag

Adversary makes q(x) queries

the total advantage of A =

PRFadr(x) +PrIa sion) + q(x) · UHFad(X)

(9(x))2 : UHFadr (x) + PRFadr(X) B
if nonce is a counter

-
security improves

L 7WHE S PREI
us
,5 - itY ↳-N,

re-

key
,J


