
Last Lecture This Lecture

Security Definition Construct CPA-secure encryption

① Security against the presence of ear New primitives :
1

② Security .... ear for multiple messages PRE
N PRP

③ Chosen-plaintext attack (CPA) security
11

& CPA for multiple messages

②=> Enc is either stateful
or randomizedM



New Primitive :

Pseudorandam Function (PRF)

PRF f : 30 , 13 x 90. 13"-30 .
13 M tkey : 20 . 13" -- 40. 13"

n = n(x)
m =m(X)

is a keyed function f(key , x ( fixzy(x)
- poly-time computable
~ "If key is uniformly sampled
the

key
looks like a random function

under oracle access"

[ trey()(i)- 1) -PrID
="
(2) - 2]<nege(x)Appt . D Pr D

key F :[r,1"- 50,134



New Primitive :
Pseudorandam Permutation (PRP

PR + : 30 , 13"x 90. 13"-- 30 . 13" tkey : 20 . 13" -- 40. 13"

n = n(x)
permutation

tion f(key , x ( is a permutation
is a keyed

I ficzy
I

- poly-time computable, f(key, x) is poly-time computable

- Security F(i)

p .p .
+

.
D Pr [stay() (i)-17 -PrID (<) - 2] nege(x)

F :[r,1"- 50,134key permutation



New Primitive : Strong PRP blockcipher

PR + : 30 , 13"x 90. 13"-- 30 . 13" tkey : 20 . 13" -- 40. 13"

n = n(x)
permutation

tion f(key , x ( is a permutation
is a keyed

I ficzy
- poly-time computable

, f(key, x) is poly-time computable

- Security
p .p .
t

,
D

F(i) E() X

Pr ptkey(-) /
/

-1

(1) - 1) = nege(x)[ fis( ,)-17-PrID
key F :[r,1"- 50,134

permutation



Encryption Scheme for n(x) -bit messages (assume M(x) < x)
T = (Gen , Enc, Dec = (Gen

,

En
, Ded

Gen (1) : sample k < 90. 13"
Gen'(Y) : sample F : 90, 13

*
-> 10, 13"

Enc(k
, m) : sample ra 50. 13" I output += (r, F(u) + m)

output at= (r, f(k, r) +m) EncLF,m) : sample rc30 . 13"

Dec (k , xt= (r, c) : output f(k, 4) #C Dec(F
,
c = (r,c)

output F(r) o C

Prirk! = = negt(n) *p.p.+A
CPA

Prirk!A (x)
=
=+



->
fix) . ) for rouch k*90. 13

*

->

F : 20.1"-50 . 13"

Distinguishett()
Emulate Privk or Prick

T#des= Cr. Herson eDec(r. c)
L

H(roc
-

Distinguisher output 1 off A wins Game



Modes of Block Cipher I assume PRF & PRP
+:50 , 13

*
x50. 13
"
- 90 . 13

*

Encryption Scheme for longer msgs
-

I naive m , Me Ms
S 2) Electronic Code Book M, M2 M3

I I
L

Fk PRPK↓ I (ECB)
PRP
/

TSo See ↳↳ L

Es ↓d
Ci

3) Cipher Block Chainne s

Axelshained(BC (statefull
msg, mayz

Chaincal CBC

(CBC) M

↓ *
not CPA-secure

zV ->
d

n

"I ~ / k- " Ed PR sizi e

P "
C1

[4



4) Output Feedback (OFB)

zVI

A PRG

↓- moms- ↓T
PRE -> CPA-secure

5) Counter
(CTR) mode j

IV

! s

C I ↑ cipher

strong PRP
ctr

it is !herem-I must ms-oh



How to construct PRE from PRG

f : So .13" x 30 , 13 - 20. 11 g : 30 ,13-- 50,1)

Define + and fas

X
fr 0 , 15 x 30, 134- 50. 13 flk, emps

-I / - /

f(k , empty) = k f(k,) f(x,)
- --* X

f(k , x0)(If'(k, x1) = g(f(k,x)) 19 ↓5
I--

Il Ilf(k , x) = fi(k,x) isX X X X
/ / /



Prof is a PRF
,
f : dr . 13* 0

. 13"- 30 . 1)
*
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f : 30 .13 x [0 .13"->50 . 13" when mxx

exists PRF -": 30 , 13
*
x 30 , 13+des

*
- 30 , 13 "

let fick) = (fic(x, 0)
,
fil, 1) ..., fill, * -1) is a PRE



How to construct
PRP from PRF

- : Sr,1 - 50 .1-- 50 . 13 "

Feistel Network P : 30 , 13
*
x 30. 132- 30,1)

x - 30 .13 · 3-round Feistel
-

Ro is a PRP
-,+

= f
,
(i)↓ - 4-round Feistal

↓ is a strong PRP

↳c Rit-the xitPREL
↑ Kl e
- -- -- Do x

,
e x3

↓- - e ek3
input output
-



Proof 3-round Feistal is PRP

a Replace fr , fie is
With random F, FIFs

0 let ith query (Co",Y) 1L7 IT Ez

W
.

L
.
o
.g .
(!) = (x,)/L- - ->- -

for all i j . Do x
, x3

- In ideal world e
e

or

every time
the adversary queries input output

it receives a ii.d. randon string

In Real world



⑪

Si St ~before D makes the +-th query

I, forsce[x!-- is close unite

conditioning on As knowledge

③E ③

↳

St for icjat Ex

st ⑧ to isjct #CSt

②

S
⑫↳ S+ (x5, x) is close to uniform
f-1

conditioning on As knowlebyte



3-round Feistel is not a strong PRP

1**Tarbitrarily choose 02, & #LL
- -

query (0, , 7 get <3 <y ,
says: is the hidden
- - ->
Do x3

value e e

query pott,1) get s sch input output

query (C3 ,4 +0) get <! !

if the oracle is a 3-round Feistal

x
, 0x! = x+ = x! 0x3

if the orcole is a random permutation

2 , 0xs = x ! ACC with high probability



4-round Feistel is a strong PRP
⑰

L *1L-7#- sT Ez*>--Do x
,

x4

e -

input output

Sti F, (x) for x-2x!...3 is close to uniform conditioning on
Fy(x)frx +)xr - xi) As knowledge before the +-th query

First : =C: 2:*

(x! x= ) is close to uniform condition on

otherwise (xx!) A's knowledge before the +-th query


